
Electronic Design Automation &
Attack Tolerant Crypto-hardware
Seeking industrial partners for knowledge transfer and
collaborative research

Electronic Design Automation (EDA) research at Oxford Brookes University, led by
Dr. Abusaleh Jabir, has culminated in the development of novel ideas for attack
tolerant and testable designs of the various components of crypto hardware. We
are now seeking industrial partners for further development and/or collaborative
research to bring these innovative ideas to market.

Automatic synthesis of arithmetic circuits (e.g. multivariate multiple output polynomials)
defined over groups, fields, and rings, especially suitable for cryptographic applications, error control
coding and reliability, digital signal processing, and high performance processor designs. The emphasis
is on:

 Area optimization
 Power optimization
 Speed optimization
 Enhanced testability
 Preserve easily verifiable properties for fast hardware verification.

A novel synthesis technique, called GfXpressTM, for automatic synthesis and optimization of
multivariate, multiple output polynomials over finite fields has been developed and a patent
application filed.  These polynomials have many practical applications, but are particularly applicable
for the design of cryptographic hardware, e.g. the elliptic curve cryptosystems, parts of the AES
system, error control and correction schemes (e.g. the BCH and Reed-Solomon coders), digital signal
processors, etc. Industrial partners are sought to help bring this to market.

Design for testability (DFT) with highly optimized hardware overheads, testing time, and power
consumptions.

 This is especially targeted towards the various components of cryptography hardware, such as
the arithmetic components with C-, M-, and built-in testability.

 Conventional DFT techniques, e.g. those based on standard scan chains, can introduce side
channels in cryptography hardware. This can be exploited by an attacker to retrieve the secret
signatures and keys.

Our interests lies in alternate testing techniques, which eliminate these side channels while
maintaining very high fault coverage, with very low testing times, hardware overheads, and power
consumptions.

Fault tolerant and Power Aware reliable hardware synthesis
 For mitigating transient and soft faults.
 Emphasis is on, among other things, cryptography hardware.
 Recent research suggests that by careful injection of random events and observing the

outputs, it is possible for an attacker to retrieve the secret keys and signature in cryptography
hardware. Radiation induced transient faults can be a good tool for such attacks.

 Power aware designs, e.g. to mitigate power related side channels.

Our interest lies in the design of fault tolerant and reliable hardware to mitigate these types of
faults and, e.g. power related side channel attacks.
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Industrially relevant results include:

 A novel synthesis technique, called GfXpressTM, for automatic synthesis and
optimization of multivariate, multiple output polynomials over finite fields has
been developed and a patent application filed.  These polynomials have critical
applications in cryptography, e.g. the eliptic curve cryptosystems, parts of the
AES system, error control and correction schemes (e.g. the BCH and Reed-
Solomon coders), digital signal processors, etc.

 Highly efficient techniques for computing and representing the coefficients of
the multivariate polynomials over finite fields.

 Novel techniques for representing digital systems, both at the gate/switching
as well as the word/architectural levels for efficient synthesis and verification.

 Efficient testing and DFT techniques for hardware implementation of the
polynomials over finite fields.

 Efficient fault tolerant design techniques for multipliers over finite fields.

 Novel design techniques for high-speed PLDs.

Publications include book chapters, premiere journal and conference papers, IEE
Hartree Premium Award for the best paper of the year with the IEE/IET. For a full list
of publications please contact us.

For Further Information, or to discuss possible collaborations please contact:

Dr. Eugene Sweeney
Research & Business Development Office
Oxford Brookes University, Gipsy Lane Campus
Oxford OX3 0BP, UK
Email: esweeney@brookes.ac.uk

or

Dr. Abusaleh Jabir,
Department of Computer Science and Electronics
Oxford Brookes University, Wheatley Campus
Oxford OX33 1HX, UK
Email: ajabir@brookes.ac.uk
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